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M.S., Computer Engineering, University of New Mexico, 2009

Abstract

Distributed knowledge bases offer novel and fascinatingswa build, integrate and pro-
cess knowledge. In these distributed knowledge bases, osarg collaborate and con-
tribute content. Verification and validation of the useimtributions become imperative
for the success of these knowledge bases, especially ifitsigentific knowledge base.
However, manually verifying and moderating the contribn§ become a bottleneck for
an up-to-date system. In this thesis, we propose an algotihautomate the moderation
process and we implement the algorithm in an open scientifieviedge base application
called Global Energy Observatory (GEO). Using Trust Meatrigser’s contributions can
be automatically accepted without waiting for the modemato verify and validate them.

This provides users with a smooth, hassle free experienea Wiey contribute data. We
also provide empirical analysis to substantiate our allgori An open information ex-

change architecture, that makes use of Semantic Web forsnaltso presented.
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Chapter 1

Introduction

Distributed knowledge bases such as wikis are becomingasangly more attractive be-
cause of the way they offer fascinating ways to build, irségand process knowledge. In
these distributed knowledge bases, many users collabamdteontribute content. These
distributed knowledge bases, however, pose a criticaleinge: to verify and moderate
the content users contribute. In a wiki, where any user catriboite content, it is often

the case that not every user will know every other user, andéi also becomes difficult
to trust the data an unknown user contributes. It is impezati a wiki to provide a formal

way for users to declare their confidence in other users. dvéry least, it provides an
additional piece of information that may be useful when gayracross another user for
the first time. This is achieved by Trust Metrics. Trust netiiry to automate the word
of mouth reputation. Trust metric computes a global trusttiiness value for each user,

based on the information of how much trust other users havhismser.

Global Energy Observatory (GEO) [13] is a moderated distad knowledge base,
which will act as an observatory to monitor and referencéalenergy systems and their
emissions. The scientific nature of data in GEO requires mlnerifying and validating

the data that users contribute. This process of manuallyenatidg the contributions
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has many drawbacks and is a bottleneck for the smooth operatia system. In this
thesis, we apply trust-metrics to automate the moderatiocgss in a scientific distributed

knowledge base.

Trust metrics have been used to automate the moderatioeggdor news websites
and other general community forums. Slashdot [14] is oné sechnology related news
website. Slashdot has automated the moderation processsmh every comment posted
has a starting score which can be incremented or decremyteeimi-randomly chosen
moderators. Trust metrics are also widely used in recomeresybtems: a specific type
of information filtering technique, that attempts to praseformation items that are likely
of interest to the user. Moleskiing.it [6] is one such recosmeer system that uses trust
metrics to provide recommendations for users in the ski rreneering domain. How-
ever, trust metrics have not been used to automate the nimepaocess in a scientific

distributed knowledge base.

In this thesis, we present an algorithm which computes d@-wosthiness value of a
user based on the trust ratings other users provide for feis Tirust values are provided
to a user by other users based on the contribution the usesandkhen the trust value of
a user reaches more than a threshold value, then furtheimdidns of that user does not

wait for moderation and is directly accepted.

In addition to automating the moderation process, we algdament trust metrics for
users to rate the accuracy of the data in the records of GE€cdxd in GEO is a webpage
displaying information about every power system arounditbed. A record may contain
contributions from more than one user and may contain mafgsfef data. This trust

metric helps us to determine how accurate the records in GEO a

We have implemented both these trust metrics in open, dedieeti Semantic Web [1]
formats, enabling us to potentially aggregate or exportrils information of a user from

other systems and not restrict it to GEO.
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We also performed empirical analysis to understand théoakhip between these two
trust metrics: the trust metrics on contributors and thsttnuetrics on the accuracy of the
data the users have contributed. We determined the minimustrating the users in GEO

should work on so that the eventual accuracy of data is o\&r. 90

The use of trust metrics in GEO not only enables us to overcivmerawbacks of
manual moderation, but it also provides a platform for usersust other users in the
system. The use of semantic web format, open fascinating teayse the trust data on

users in GEO and export it to make collaborations with mahgiosimilar systems.

The following chapter gives an overview of distributed kiedge bases and discusses
all the related work that has been done in this field. Chaptex@ains trust metric in
detail, gives a broad overview of the GEO application and #éaelains the algorithm for
GEO in detail including details about it's implementatiobescription of the empirical

analysis and it’s results are given in Chapter 4.



Chapter 2

Background

Web-based distributed knowledge bases or wikis are chgriggway in which data and
knowledge are integrated and processed. A wiki is a cotlaotif web-pages designed
to enable anyone who accesses it to contribute or modifyatgent. They are often
used to create collaborative websites and to power comgnweibsites. Wikipedia [15]

is one such popular collaborative website. Wikis are alsusidely in companies to
provide intranet and knowledge management systems. Wakide classified into three
major categories based on their usage. Educational wikie $ke purpose of educating
people through an open and collaborative publication forrBacial wikis allow people

to discuss and publish information about a social subjedhtafrest. Corporate wikis
are used by groups or teams that work in collaborative enmients for storing online

documentations or minutes of meeting.

The most important aspect of a wiki is the ability to changd arodify its content
immediately, any page in the wiki can be modified easily usingeb browser using the
edit feature provided by the wiki. Changes are then dirgothsented after saving the
modifications. Representing knowledge and informationwika has the following bene-

fits. Wikis are simple and the interface is intuitive. Contiting to a wiki does not require
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any installation and only requires a standard web browsetart combine both textual
descriptions and multimedia information to represent Kedge in a wiki page. Standard
wiki tools like version control, statistics and query eregriets multiple developers work

on a complex system.

A wiki can also be classified into a normal wiki or a moderateki ivased on the rights
a user has, and the behavior of the wiki when a contributiomasle. The differences
between these two are as follows. In a normal wiki, any userazantribute or modify
the wiki and the changes are immediately presented. Howevamoderated wiki, there
are two types of users: the regular user and moderators. fdimge are a group of users
chosen based on their expertise to act as delegates to emfiercommunity rules of the
wiki. The contribution of users are not directly presentad they wait for the approval of

the moderators.

In recent times, social semantic systems such as sematkig ave gaining in popu-
larity. Semantic wikis offer great ways to build intelligesystems in a collaborative way.
Here, the systems are not used to build a single knowledgethas federation of knowl-
edge bases that are able to work together on complex probl&esantic knowledge
wikis extend traditional wikis by the representation of koip problem-solving knowl-

edge. DBpedia [16] is one such semantic knowledge wiki.

GEO is an effort to build a moderated wiki, that will act as dservatory to monitor
and reference global energy systems and their emission®© @B&vides the ability for
users to add, edit and analyze information about any powstesyin the world includ-
ing information regarding power generation, emission, @ship information, etc. This
ability to incorporate different kinds of data and providels to perform queries and anal-
yses on up-to-date data, makes it a unique scientific wike Jdwentific nature of the data
mandates constant verification and moderation of useribatibns. In GEO, Editors and
Moderators (Section 3.2) are manually chosen from the pogders based on their exper-

tise and their contributions to the system. These editalsvarderators have the privilege
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to verify and validate the contributions of other users.

To manually verify and moderate each contribution has theviing disadvantages.
These include the fact that the entire success of the systérased on the performance
of the moderators. In a real-time system like GEO, irregut@deration may lead to
inconsistent information. Moderators may be biased towaedtain contributors and this
may again lead to inconsistency in data and may even act akeaeatd for users from
using GEO. Tracking the contribution and the expertise cfex manually to be chosen as

a moderator is tedious and time-consuming.

Hence, an automated moderation process with minimum humervention is the key
determinant to the success of this system. We implementatyanthm using trust met-
rics for this purpose. A trust metric is a measure of how a memolba group is trusted
by the other members. In GEO, any user can rate a contribasedoon his contribu-
tions. The rating value is the “trust” a user has about amaiker. When a user’s trust
value reaches a threshold, then further contributions fifltsuser will be automatically
approved and will be presented to other users immediatélg. dlgorithm overcomes the
drawbacks of manual moderation and it chooses worthy uséssatically, based on their

contributions.

A general form of a trust management system was developetargidmented in the
PolicyMaker system [11]. Prior to this “trust managemen#ismot identified as a problem
domain and cryptographic techniques were used. More @igcisust-based systems were
based on public key certificates, where a trusted third pamdyides a signed message
called “certificate” to identify the associated public kBylicyMaker provides a common
language for policies, credentials and relationships.lisppons of PolicyMaker tends to

focus on the language of assertions rather than computisgdver a graph.

Advogato is a popular local trust metric (Section 3.1) alpon. It is a network flow

based algorithm and is used to decide which members arevotibly and competent open-
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source developers. Advogato calculates trust using a poredled group trust metric.
This trust metric takes a directed graph as an input, whereislers form the nodes and
their trust on another user forms the edge between the notles.group trust metric
calculates the trust value for all the nodes in the graph aeprather than calculating
independently the trust value for each node. In GEO, howexeecalculate the trust value
of a user only from the point of view of Editors/Moderatorh@pter 3). The calculation of

trust values for all the other nodes is not necessary andascamputationally expensive.

Recommender Systems (RS) suggests to users items they kaapdised on users’
previous opinions. RS is very similar to the moderation eysin GEO, except RS’s
deal with users’ opinion and comments rather than scierddia. Moleskiing.it [7] is
one such RS that uses trust metrics in Ski MountaineeringaftemMoleskiing.it is a
web application which allows users to share their expedasmn a ski route and provides
personalized opinions to users seeking information on gerdaased on the users they
trust. However, this system cannot be directly applied ¢oloderation scenario in GEO

as it is a knowledge base rather than a forum for comments.

The moderation process in GEO is also similar to the peeeweprocess. Peer-review
process is the standard for validating the written resultesearchers within the scientific
community by identifying competent referees to review,egpt®r reject the manuscripts.
Rodriguez and Bollen [12] designed an algorithm to deteenpieer-reviewers. The pro-
posed algorithm provides a context-specific weight for yvedividual represented in
the co-authorship network, where the context is the doctimeguired for review. The
algorithm identifies appropriate referees for a manusdygged on the premise that a
manuscript’s subject domain can be represented by the rgutidts references. Start-
ing from those authors, the algorithm identifies relate¢harg in a co-authorship network
who may be potential referees for the submitted manusdfptever, in GEO, we may
encounter different levels of users from an expert in théctép the casual user and all

users are treated equally. Hence, a network of trust fosuseritical.
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The following chapter gives an overview and classificatibtrast management, fol-
lowed by the overview of GEO and the detailed explanatiorhefttust metric algorithm

with it's implementation.



Chapter 3

Managing Trust in GEO

This chapter discusses trust metrics and gives a broadieweof GEO. It also explains
in detail the two trust metrics that were implemented in GE@uUding the details of it's

implementation.

3.1 Trust Metrics

In this section, we present a simple form of trust metric.sTthrms the base for the trust

metric that is later discussed in this thesis.

Trust metrics have three inputs: a directed graph, a roo¢ mod the target node. We

can determine how much the root node trusts the target node.

In a directed graply, an edge from seesito the target implies thats believes that is
trustworthy. The simplest implementation of trust metagaluates whetheris reachable

froms.

This implementation of trust metric is very weak and pronattacks. If an attacker

could generate an edge reachable from the seed to a node hiadwmtrol, then trust
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could be compromised. Hence, we have focussed on makingragstr trust metric that

resist attacks.

3.1.1 Classification of Trust Metrics

There are two major classification of trust metrics: glolval kocal [3]. Local trust metrics
calculates trust with a personal bias: trust is computesh @garticular user’s position in
the trust graph. The Advogato trust metric [2] is a local tmgtric. On the other hand,
in global trust metrics, trust values are not personalizetbbal trust ranks are assigned
based on complete information from the trust graph. Nodaslths better ranked nodes
pointing at them, has higher ratings. The most popular globst metric is the PageRank
algorithm [4].

[ Trust Metric }
\

(e  owa

Centralized [ Distributed } [ Centralized }

o
o |

Figure 3.1: Classification of Trust Metrics.

The global and local trust metrics can further be categdriat centralized and dis-
tributed trust metrics. All trust computations are perfethin a single machine in a cen-
tralized approach and hence this computer will be grantikddaess to the trust informa-
tion. In a distributed setting, such as [5], the computatbirust is equally distributed

among all the nodes in the trust graph.

10



Chapter 3. Managing Trustin GEO

These can be further classified into scalar and group trustase Scalar metrics
analyze trust assertions independently, while group medtics evaluate the trust value

for all nodes at once [2]. The classification [3] is shown igu¥e 3.1.

Another important feature of local trust metric is the fduzttit is attack-resistant [2, 6].
Users who are considered malicious from another user'sppetise, do not influence
others and are excluded from trust propagation. This ptpjeespecially important for a
system like GEO where a malicious user should not be allowéafiuence other users to
climb up the hierarchy. A more detailed explanation of trastrics and attack resistance
can be found in [6].

3.2 Global Energy Observatory

Energy, development and its impact on environment and téing perhaps, the most
urgent and multi-dimensional challenge that is faced todaytil technological innova-

tions can provide environmentally sustainable and redsymaiced energy to the global
population, it is imperative that tools are developed t@lelantify and understand the
technological, sociological, economic and political agp®f the challenge and motivate
investment in energy efficiency and lifestyle changes thatld/reduce use of fossil fuels

and emissions of greenhouse gases.

Global Energy Observatory (GEO) is an effort to build, witlbpc participation, a
web-based real-time observatory of geo-spatially refedrglobal energy systems and
their emissions. GEO will also be used to educate people astt/ae them to change
their lifestyles in order to promote reduced fossil fuelsd &ncourage the development
of alternate energy technologies. The aim is to make GEO a-%op shopping” for
adding, correcting, accessing energy and emissions datanaude helpful tools for data

analysis.

11
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Lots of information on energy systems are available in didgarm but they are highly
fragmented and the quality and detail are not uniform. Dega®ailable in many different
formats including Excel, PDF, XML, and HTML making it diffiiito integrate, analyze
and visualize data. GEO provides a comprehensive framefwodollecting, completing,

managing and validating this data.

The current version of GEO has been implemented using LApaehe-MySQL-PHP

(LAMP) infrastructure. GEO can be classified into 5 majortisers:

e Large Power Plants: Consists of commercial scale power plants including Coal,
Gas, Geothermal, Hydro, Nuclear, Oil, Solar PV, Solar TreyWaste and Wind.

e Fuels and Resourcesincludes Gas and Oil fields, Coal and Uranium mines, Crude

Oil refineries, Solar and Wind potential.

e Transmission of energy:Includes Gas and QOil pipelines, Coal and Oil ports, Ralil

and Road links, shipping lanes and Electric Transmissi@h gr

¢ Distributed Generation: Keeps track of Solar, Wind and Geothermal systems for

individual homes and institutions.

e Carbon Footprint of individual end-users and their understanding of energlyits

impact on environment.

Large amount of open data is already available in the intdonehe first 3 sections listed
above. Significant amount of this open data has been hadvasteincorporated into GEO.
The long-term goal of this project is to involve users of GEQontribute and maintain
the data in this database. The success of GEO depends ondtity gfi the data and
its usefulness. The data in GEO is heterogeneous: data figrardte sources and data
formats. This makes validation, verification and modera@ssential for GEO. However,
the key determinant of success to a project of this magniaumdempact, will be to make

it self-sustaining with minimal supervision.

12
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The information (say for a power plant in New Mexico) thatvsiéable to every user
in GEO is the most recently moderated version. The coniobubf users to a record
(information about a power plant, for example) will not bewthe final version and be
available for other users to view immediately. A moderatamgd review and approve the
content. A moderator is an expert in a particular field andriqudar country. He/she has
powers to accept or reject contributions from users in bisttomain of expertise. This
system is inefficient, especially in a large project with titeds of users. This gives us a
unique problem and hence we have chosen to modify and enlearstang trust-metrics

to automate the moderation process in GEO.

The users in GEO are classified into 5 major categories.

e Casual users:These are casual visitors who visit GEO from time to time.
e Contributors: These are more regular users who also contribute data to GEO.

o Editors: Expert users who review contributions from users, createaumsolidated

versions from many contributions and provide suggestiomsdderators.

e Moderators: Expert users who has the authority to accept/reject chavagesd on
the editor’'s suggestions or on their own discretion. Mottgsacan accept/reject
changes only in their field of expertise (Coal power plardsgkample) and in their

country of expertise.

e System Administrators: Users who have complete control over the system.

Editors and Moderators can rate the user based on theinlmatidn. This rating will
depend both on the quality and quantity of the contributlarthis way, a user builds trust
in GEO. Depending on the trust rating of the user, future rdomions will be automati-
cally accepted into the database without waiting for thereygd of the moderator. Note

that the user do not get promoted to a moderator. Only theibatibns are automatically

13
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accepted without moderation. Every user is allowed to réterccontributors. However,
a user is not expected to receive ratings from a large nunfbather users. Hence, the
ratings of other users are only used as a guide by the modevhamn rating a particular

user and it is not used in the actual computation of the rating

The trust statement of a user is the determining factor of $ystem. In order to
facilitate ease of access to this information, we have implgted the trust-metrics in
open, decentralized Semantic Web [1] formats. This enaldés potentially aggregate or

export the trust information of a user from other systemsrastdestrict it to GEO.

3.3 Trust Metrics in GEO

We have used trust metrics for two different purposes in GEOst Metrics for contribu-
tors to automate the moderation process and trust metresadhe accuracy of data. This

section explains both these trust metrics.

3.3.1 Trust Metrics for Contributors

A preliminary trust metric for automation of the moderatigystem is provided in this
section, with details of it's implementation. This algbrt will be modified, improved
and compared with other trust metrics as and when more pstgtausing it and we have

real usage data.

Trust statements are weighted and measured from distrirgtsioin the real interval
[0,1]. There are two aspects to this algorithm. First, thera straight forward rating
system for moderators and editors providing trust ratingsantributors. Second, there
is a recommendation system for moderators and editors b@aséde ratings provided

by other users on contributors. This follows trust propagaf6]: allows us to infer a

14
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personalized trust score for unknown users.

The first part of the algorithm works as follows. The moderstand/or editors are
allowed to provide ratings on users depending on their dmrtton. In this process of
rating, they are also expected to provide information oncthentry and domain that the
user is being rated upon. For example, a usenay have a rating 0d.8in Coal Power
Plantsin USA Note that, the same user can have different ratings foer@ifft domains
(like Coal, Nuclear, etc.) and for different countries @ikSA, Canada, etc.). If a user
has a rating of more tha®.9, the next time he submits contribution in that country and
domain of expertise, the contribution gets immediatelyepted into the system with a
probability of his rating score. The rating score is caltedidby a simple walk of the trust
graph and computing the average of the ratings provided éyntbderators and editors.
Since the height of the graph from the user is just one, thepatation is less and there
are no possibilities of cycles in the graph. Moreover, ohly tatings of the editors and
moderators are considered for the actual computation ofrtis¢ metric. Hence, attacks

by malicious users are eliminated.

The recommendation system for the moderators and edit@arsnsdified version of
the trust metric, MoleTrust [7] and it works in two steps.dEithe cycles in the graph are
removed. An example of a cycle is when usdrustsB 0.9 B trustsC 0.6andC trusts A
0.7. When computing the trust, cycles create passing oesethodes many times until the
value converges. This makes the computation unnecessaniplex and time consuming.
Hence, a new parameter, the trust propagation heightredated in the algorithm. This
makes sure that the graph is traversed only up to a partibeight when computing the
trust value. This ensures the cycles are eliminated anddasceases the computation
time. The intuition behind this is that, as the height of thegpdp increases, the propagated

trust decreases. Also, always the shortest path is use@beptiwo nodes in the graph.

At the end of the first step, we get a directed acyclic graphe iéxt step involves

a graph walk to compute the trust prediction. The trust sobal users at distance 1 is

15
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calculated before the trust score is calculated for thesie#ghe distance 2. The trust score
of a user at distanaeonly depends on the user at distaneg which is already computed.
For a node to be considered in the trust propagation, it@rmog edge should have a trust
value of atleasD.6. This value is considered as the minimum rating a user shuaud to
be considered trust-worthy. The predicted trust score skais the average of all the trust
values of the incoming edges, weighted by the trust scorbefiser who has requested

for the trust score. This given by the formula below.
B Ziepredecessom(trust(i) x trust_edge(i, u))

trust(u) =
( ) Ziepredecessors(tTUSt(i))

To explain this with an example, the calculation of the peesti trust score of a mod-

eratorA on an unknown usdt in the Figure 3.2 is done by:

Figure 3.2: Example of the trust propagation algorithm.

trust(E) = 70'7*8:%8:3*0‘6 = 0.69

Note that the trust value & on E is not considered sinc& do not trustC: A’s trust

rating forC is below the threshold d@.6.

16
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3.3.2 Implementation

We have implemented this trust metric using the open-sobk®e package “RAP” [8].
RAP is a software package for parsing, querying, manipugaserializing and serving the
Resource Description Framework (RDF) [9] models. RDF isenfgwork for representing
information in the Web. RDF has an abstract syntax that tsfeesimple graph-based data

model. This algorithm was implemented in RDF for the follogireasons:

e It has a simple data model.

It has a formal semantics and provable inference.

It uses an extensible Universal Resource Identifier (URBedl vocabulary.

It uses an Extensible Mark-up Language (XML) based syntax.

It supports the use of XML schema datatypes.

It allows anyone to make statements about any resource.

The underlying structure of any expression in RDF is a ctibecof triples: consists
of a subject, a predicate (also called a property that deretelationship) and an object.
This triple is called an RDF graph. It can be represented asodé-arc-node” link as

shown in Figure 3.3.

The nodes of the RDF graph are it's subjects and objects anditlction of the arc
always points towards the object. A node may be a URI withooyati fragment identifier
(URI reference), a literal or blank. The properties are URRérences. A URI reference or
a literal used as a node, identifies what that node represarntiI reference used as a

predicate identifies a relationship between the nodes iecis.

In GEO every user’s information is stored in RDF using Fri€fdA-Friend
(FOAF) [10]. The FOAF schema is an RDF vocabulary that a wel can use to describe
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[ Subject }

Predicate

E Object j

Figure 3.3: Example of a triple represented as an RDF graph.

information about himself as well as about the people he lsnd®eople are identified in
FOAF by their email-address. However, in GEO every user ggiired to register and
login before they can provide trust ratings on other usedgspaaviding an email-address
is optional. Hence, the username of a user is used as theeaufiedd to identify users.
Moreover, an additional property has been added to FOAd#&&af:Privelege

This property denotes the category (like moderator, eceta) a user belongs to, in GEO.

In addition to FOAF, GEO has it's own vocabulary calledenmodel . This vo-
cabulary helps define the entire rating system in GB@nmodel has the following

properties.

e UserRatingIlD : This property defines a class of identification numbers (1Bich

uniquely identifies every rating information provided byseufor another user.

e UserRatedBy : This is the property that defines thiserID of the user providing
the rating.

e UserRating : This is the property that defines the value of the actualgatin

18
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e UserTimeStamp : This is the property that defines the time and date when the

rating was provided.

e UserPlantType : This property defines the Plant Type (like Coal, Nuclear) etc

that the user is providing a rating for.

e UserCountry : This property defines the country that the user is providiragiag

for.

An XML snippet of a user’s information and that user’s ratorganother user is shown
in figure 3.4.

<?xml version="1.0"?>
<rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax—ns#"
xmins:foaf="http://xmins.com/foaf/0.1/"
xmins:openmodel="http://openmodel.newmexicoconsortium.org/openmodel#">
<foaf:Person>
<foaf:accountName>jsmith</foaf:accountName>
<foaf:firstName>John</foaf:firstName>
<foaf:lastName>Smith</foaf:lastName>
<foaf:holdsAccount>http://openmodel.newmexicoconsortium.org/</foaf:holdsAccount>
<foaf:expertise>Energy Systems</foaf:expertise>
<foaf:highestDegree>PhD.</foaf:highestDegree>
<foaf:city>Albany</foaf:city>
<foaf:country>USA</foaf:city>
<foaf:state>New York</foaf:state>
<foaf:Privilege>Editor</foaf:Privilege>
<[foaf:person>

<openmodel:Rating>
<openmodel:UserRatinglD>11101227</openmodel:>
<openmodel:UserRatedBy>rjacob</openmodel:UserRatedBy>
<openmodel:UserRating:>0.70</openmodel:UserRating>
<openmodel:UserTimeStamp>1233298398</openmodel:UserTimeStamp>
<openmodel:UserPlantType>Coal</openmodel:UserPlantType>
<openmodel:UserCountry>USA</openmodel:UserCountry>

</openmodel:Rating>

</rdf:RDF>

Figure 3.4: A simple representation of the rating inforroatin XML.

TheUserRatingID is always unique for the two users involved in the rating.hia t
example shown in Figure 3j8mith will be associated with the santéserRatingID
whenrjacob is providing the rating. Now, thi¥JserRatingID is used to capture the
rating information provided byjacob onjsmithin an RDF environment. This
UserRatinglD s significant because, we are trying to represent 4 vasalthee user
who is being rated, the rator, what the user is being rated apd the vaue of rating, in a

subject, object and predicate (triple) statement.
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The figure 3.5 gives a graphical illustration of the trush@exture. An ellipse repre-

sents a URI and a square represents a literal.

foaf:accountName#jsmith
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Figure 3.5: A graphical illustration of the trust archite.

3.3.3 Trust Metrics to Rate the Accuracy of Data

In addition to capturing the trust on contributors, GEO alaptures the trust on data or
more appropriately the accuracy of data for individual rdso GEO has information about
energy systems (a power plant in New Mexico, for examplenfadl around the world
and this information can be viewed, edited and retrievedd®raiin a web-page. Each of
these pages are considered a record. Typically, the catitits of many users constitute a
record. As mentioned earlier, the nature of data in theswdsa@are heterogeneous. Hence,
it is necessary to keep track of the accuracy of data for essxyrd so that users of GEO

can trust the information and be motivated to further cbote and use the data.
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3.3.4 Implementation

Users are provided with a simple interface to provide aagurating on every record.
The rating information is stored and retrieved using RDF BitP through RAP. The
architecture of this algorithm is similar to the trust mefior users. The RDF vocabulary
openmodel is extended to include additional properties. A brief erpl#don about these

additional properties are listed below.

e ParentPlantiID : This property defines the class of par®tant ID :a unique

identification number provided to each record in GEO.

e hasChild : This property defines the classPlant ID that has the
ParentPlantiD as their root. The first version of every record is the parendt a

every subsequent contribution to the parent creates nddrehi

e ratedBy : This property is similar taJserRatedBy . Defines the class of users

who rated a record.

e ratinglD : This property is similar td&JserRatingID . It defines the class of IDs

which uniquely identifies the rating information by usersrecords.

e PlantID : This defines the class of IDs which identifies the record thdieing

rated.
e Rating : This property defines the rating value.
e TimeStamp : This property defines the time and date when the rating wasded.
In GEO, when a record is edited and submitted for moderatiarew version of the
record is created. Then the first original record is calledaairenp and it's edited version

is called it’s childc,. If ¢, is accepted by the moderation, then it becomes the default

version of that record. Now, if any modification is done testreécord, a new version of,
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C, is created. Hence, every contribution to a record generages/ childrenc,,c;,...,G,

with it's parent ag.

This rating system, hence will keep track of the accuraangdbr the parent and each
of it's child versions.ParentPlantID, hasChild andPlantID are used for this

purpose.

The accuracy rating that is obtained are displayed as a greghtime and also as a
histogram on every record. Currently, no trust metrics aeglon these ratings. Inferences
can be made using the ratings provided on the contributat$henratings provided on the
accuracy of the data in the records. However, the currenteimentation and settings,

limits us from associating every piece of data providedt'sacontributor.
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Experiment and Results

Experiments were conducted to understand the relatiomstypeen trust metrics for con-
tributors (Section 3.3.1) and trust metrics to rate the emmyuof data (Section 3.3.3). In

this chapter, the experiment and it’s results are discuisseetail.

In GEO, a record has many fields. For example, a typical poVeeit pecord may have
hundreds of fields capturing information ranging from ovehgp to power production to
emission details. Also, many users may have submitted da¢ad¢h of these fields to
constitute a record. ldeally, data in every field should laeked to the user who has
submitted that data. However, in a LAMP implementatiorgkiag each field in a record
to it’'s source requires a lot of overhead and is inefficiespeeially when there are lots of
fields. Hence, in the current implementation of GEO, we hateémplemented a way to
relate the rating a user has obtained for his contributiants, the rating for the accuracy
of data the user has submitted. Consider a situation wheserareceived a rating @f.8
for his overall contributions while the accuracy for thealhe submitted for a record was
only rated0.5. This rating of0.5should affect his overall rating &.8 However, a record
may contain contributions from more than one user and ttsen® iefficient way to keep

track of which user submitted which field in a record and hoeuaate each field is.

23



Chapter 4. Experiment and Results

The aim of this experiment is to compute the minimum peragnta trust rating the
users in GEO should have, so that the records maintain arcéetel of accuracy rating
for their data. In this experiment, the minimum percentaiggcouracy for each user level
(like Moderators, Editors and Contributors) is computedhst the record they contribute
to will have an accuracy rating of atleast 90%. This expenitjteence, helps us understand

the relationship between the two different trust metrieg there implemented in GEO.

4.1 Experiment Setup

This experiment tries to emulate the user setup in GEO algl@s possible. There
are 3 levels of users in this simulation: Moderators, Editond Contributors. There are
100 contributors, 10 editors and 1 moderator. A contribig@r user in GEO who makes
regular contributions. An editor is an expert user who negieontributions from other

users, provide ratings for those users and makes a new ataigol version of all the

contributions. This is really effective when many userstdbate to the same record and
there are many versions of the same record waiting to be ratater The moderators
accept/reject the consolidated version of the editorsgditeon to accepting/rejecting the

contributions from other users and provide ratings for them

In this experiment, the moderator verifies and/or adds tacdméributions of the 10 ed-
itors. Each editor consolidates and/or adds to the coriivsi of 10 contributors. Hence,
it can be assumed that each editor reviews the work of 10ibotdrs and the 10 editors
will review the work of all the 100 contributors. Of the 100ntobutors, it is assumed
that each contributor will contribute to 10 records. Herthe,100 contributors will create
1000 records. For simplicity, it is assumed that one recalidbe edited by only one con-
tributor. Ratings are generated randomly for each of thedviatdrs, Editors, Contributors
and Records. Moreover, moderators and editors have twbratisgs each. One trust

rating is a measure of how well they perform verification aalidation roles and is called
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VerficationRating . The other is a measure of how accurately they can add to the
already made contribution by other users. This is caldditionRating . These two
ratings have been added to the experiment to make the sionufabgram as realistic as
possible. Some editors in GEO may only verify the data sulechib them and some edi-
tors may also add/modify the data. However, the trust rdngditors and moderators in
the trust algorithm explained in Section 3.3 includes thimgafor both verification roles

and addition roles.

The working of the simulation can be split into two major stegFirst ratings are
provided to each of the users using a random number genefatan GEO, these ratings
are a value betweedandl. A rating of 1 meaning fully trustworthy. The second step
is the most important step of calculating the accuracy gatof the records based on the
ratings of the users. Since every record is not assumed ® d@uributions from more
than one user, the rating of the contributor will also imglg accuracy rating of the data

of the record.

The Editor has two options: to review and verify the conttidw of the contributor or
to verify and add more data to the record. The program dewitiesh action to take based
on the respective ratings. If tiedditionRating of the editor is less than the rating of
the contributor, then the program only allows the editoréafy and validate the record.
In this case, the accuracy rating of the record is calculaydtie average of the contributor
rating and the editor¥erificationRating . If the AdditionRating of the editor
is more than the rating of the contributor, then the progrdowa the editor to verify and
add to the record. Now, the accuracy rating of the recordiesdaheAdditionRating
of the editor. The intuition behind this is, if an editor addsand modifies an already

existing record, then the record is as accurate as the sdimuracy rating.

After the record is verified by the editor, it passes on to tloelenator. The moderator
also has a/erficationRating and AdditionRating . The program calculates

the accuracy of the record similar to that of an editor. Theueacy rating for the record
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calculated here is the final accuracy rating. This progranaiés to calculate the accuracy
rating for 1000 records. After the accuracy for 1000 reca@mgscalculated, the mean is
determined. This process is repeated with different ratadges until the mean accuracy
rating calculated for the 1000 records reaches atleast 908é. mean of the ratings of

moderators, editors and contributors is the average pegermf ratings the users should

attain to obtain the minimum accuracy ratings of 90% for #ords.

This experiment was implemented using Java.

4.2 Results

The goal to achieve the minimum accuracy rating of 90% forrdwrds depend on 3
rating factors: the rating of the moderators, editors andrdautors. These three variables
make it difficult to express and understand the results. &fbeg, for the sake of simplicity,
the mean ratings of the contributors is assumed t0.6eln other words, the contributors
provide data that is on an average 50% accurate. Also, theamycof records is calculated
assuming the moderator ratings &r60 0.95and1.0. In GEO, moderators are users who
have a rating value of atleaBt9. Hence, assuming the rating value to be o€ for

moderators is a valid assumption.

Taking all these assumptions into account, the accuracyataf § represented as a

function of the rating of editors for various moderatormgs.

Figure 4.1 plots the accuracy rating of records against nee#tor rating, assuming
the moderators mean rating valuelif. As is evident from the graph, the mean record
accuracy is not a linearly increasing function. This is heseg the ratings for moderators,
editors and contributors are randomly generated. Henea, ttough the mean ratings for
contributors is assumed to be 50%, it may have differentamag for two data points in

the graph. Also, th&erificationRating and AdditionRating also affect the
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mean record accuracy. The most important conclusion fragthaph is that the editors
should possess a minimum of approximately 80% to 81% ratiogigled the moderators
are working at a mean rating of 100% and the contributors ar&ing at a mean rating of
50%.

Figure 4.2 shows the accuracy rating versus editor ratingpomean moderator rating
value of0.95 Note that editors should have a mean rating of atleast 85&tido overall

record accuracy of 90% since the moderators are workingatr$%o.

Figure 4.3 shows the same accuracy rating against editogsabut this time for mod-

erator ratings 00.9Q This time, the mean editor ratings should atleast be 88%.

To summarize, this experiment helped us to understand lle&eelationship between
the data accuracy rating and the contributor’s ratingswiea¢ discussed separately earlier.
From this experiment, it can be concluded that the modesaiual editors should have very
high ratings for the success of GEO. Even if the moderataiseditors do not contribute
data themselves, they can still maintain the integrity @& tecords and the system by

simply verifying and validating the contributions from ettusers.
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Figure 4.1: The mean accuracy rating of 1000 records for tbhdemator rating ofL.0.
The x-axis is the rating for editors in percentage and thgig-a the accuracy rating for
records in percentage.
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Figure 4.2: The mean accuracy rating of 1000 records for madierating 0f0.95 The x-
axis is the rating for editors in percentage and the y-axisasaccuracy rating for records
in percentage.
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Figure 4.3: The accuracy rating of records for moderatangadf 0.90 The x-axis is
the rating for editors in percentage and the y-axis is their@oy rating for records in
percentage.
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Chapter 5

Conclusion and Future Work

This thesis proposes an algorithm to automate the modematozess of a scientific knowl-
edge base and we implemented this algorithm in an applitaibed GEO. We began by
explaining how the manual moderation process works in GE® alslo argued why we
chose trust metrics to automate this process. Then, wesdisdthow trust metrics can be
used to compute the trustworthiness of users. We also @galdiow this trustworthiness
value is used to accept user’s contributions without wgifor manual moderation. In
addition to using trust metrics for calculating the trustommtributors, we also explained
the use of trust metrics to compute the accuracy of the da&&i@. Furthermore, we per-
formed empirical analysis to understand the relationskiwben these two trust metrics
that were used. In this analysis, we computed the minimust teding that users in GEO

should have so that the accuracy of the records will atleaS0B6.

This algorithm will go a long way in enabling the users to hav@mooth, hassle free
experience when contributing to GEO. Worthy users are aatically selected by this
algorithm and are rewarded by automatically accepting tbantributions. We plan to
verify if this simple but efficient trust metric is suitablerfGEO. Improvements can be

made by evaluating and comparing different trust metricaraswhen real user data is
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available.

Combining the data accuracy ratings that users providégtoatings that are provided
to other contributors for their contributions will makeghrust metric in GEO extremely
powerful. If these two trust metrics are inter-linked, thbe accuracy rating that a data
gets will affect the trust rating of the contributor who pided that data. The difficulty
in doing this using a LAMP architecture was discussed befétewever, implementing
semantic web formats over the LAMP architecture to trackgunety the data will provide
an efficient solution for this problem. Semantic web fornaatds structure to the existing
knowledge base using an RDF schema. This provides a meansdia to rate a source of
information or any other entity (the user who contributedthiis case) associated with the
data set. This will not only enable us to associate the ugérthve data he/she contributed,
but also enables us to rate the source of the informatiolf ifd@s opens up an opportunity
to create a whole new trust metric to rate the data providedsieys based on the source

the information was obtained from.
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